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Select from the following options: 

 Activate this rule in all network locations 

 Activate this rule only in the specified network locations 

 Exclude specified network locations from this rule 

Click Add to add network locations to the list. 
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12 Troubleshooting and Tools 

12.1 Using the DLCMD tool 

The complete DriveLock installation includes a command-line based diagnostic tool. Use this tool to diagnose 

the devices and drives on a computer. 

The command line tool ―dlcmd.exe‖ is installed in the DriveLock installation folder. DlCmd.exe can display 

various types of diagnostic information, as described in this chapter. 

12.1.1 Information about connected drives and containers 

To display information about mount points, run the following command: dlcmd -m 

The command results are similar to the following example: 

 C:\Program Files\CenterTools\DriveLock>dlcmd -m 

------------------------------------------------------------- 

DriveLock 3.0.0 : Removable disk drive locker 

                  (C) 2002,2004 CenterTools Software GmbH 

------------------------------------------------------------- 

 

Number of Mount Points : 12 

Mount Point  : #0 

Symbolic Link: \??\Volume{a0f640c5-5bb9-11d8-8a78-806d6172696f} 

Unique ID    : 

Device Name  : \Device\HarddiskVolume1 

------------------------------------------------------------------------------- 

Mount Point  : #1 

Symbolic Link: \DosDevices\C: 

Unique ID    : 

Device Name  : \Device\HarddiskVolume1 

------------------------------------------------------------------------------- 

Mount Point  : #2 

Symbolic Link: \??\Volume{cf245242-5bb2-11d8-8650-806d6172696f} 

Unique ID    : \??\IDE#CdRomTOSHIBA_DVD-ROM_SD-R2002________________1E29____#5&3 

77f14d&0&0.1.0#{53f5630d-b6bf-11d0-94f2-00a0c91efb8b} 

Device Name  : \Device\CdRom0 

------------------------------------------------------------------------------- 

Mount Point  : #3 
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Symbolic Link: \DosDevices\D: 

Unique ID    : \??\IDE#CdRomTOSHIBA_DVD-ROM_SD-R2002________________1E29____#5&3 

77f14d&0&0.1.0#{53f5630d-b6bf-11d0-94f2-00a0c91efb8b} 

Device Name  : \Device\CdRom0 

------------------------------------------------------------------------------- 

Mount Point  : #4 

Symbolic Link: \??\Volume{b221b196-9835-11d8-b25e-806d6172696f} 

Unique ID    : \??\SCSI#CdRom&Ven_Generic&Prod_DVD-ROM&Rev_1.0#2&2cbe4745&0&000# 

{53f5630d-b6bf-11d0-94f2-00a0c91efb8b} 

Device Name  : \Device\CdRom1 

------------------------------------------------------------------------------- 

Mount Point  : #5 

Symbolic Link: \DosDevices\L: 

Unique ID    : \??\SCSI#CdRom&Ven_Generic&Prod_DVD-ROM&Rev_1.0#2&2cbe4745&0&000# 

{53f5630d-b6bf-11d0-94f2-00a0c91efb8b} 

Device Name  : \Device\CdRom1 

------------------------------------------------------------------------------- 

Mount Point  : #6 

Symbolic Link: \??\Volume{be506ec8-9f39-11d8-b26d-806d6172696f} 

Unique ID    : \??\SCSI#CdRom&Ven_Generic&Prod_DVD-ROM&Rev_1.0#2&2cbe4745&0&010# 

{53f5630d-b6bf-11d0-94f2-00a0c91efb8b} 

Device Name  : \Device\CdRom2 

------------------------------------------------------------------------------- 

12.1.2 Troubleshooting commands 

To install DriveLock Event Log message sources, use the command dlcmd -r. Use this command if you 

encounter ―The description for Event ID ( 0 ) in Source ( DriveLock ) cannot be found…‖ messages in the 

Event Viewer. 

To run the DriveLock service from a command prompt, use the command dlcmd -l. This starts the DriveLock 

service, but allows you to stop the program by pressing Ctrl-C. 

To release all devices, use the command dlcmd -x 

12.2 Troubleshooting network adapters 

If you configured a policy that blocks all network adapters, the client can no longer receive updates to its 

configuration over the network. To recover from such a configuration mistake, modify the Windows registry 

and remove the network adapter configuration. 



 

     581 

 

Before modifying the registry, ensure you have a working backup in case a 

problem occurs. For information about how to back up, restore and edit the 

registry, in Windows online help refer to ―Restoring Windows registry‖. If you use 

Registry Editor incorrectly, you may cause serious problems that may require 

you to reinstall your operating system. Use Registry Editor at your own risk. 

CenterTools is not responsible for any consequences of modifying the Windows 

registry and does not provide support for editing the registry.  

Open the Windows registry and navigate to the following registry key: 

HKEY_Local_Machine\SYSTEM\CurrentControlSet\Control\Class\{4D36E972-E325-11CE-BFC1-08002BE10318} 

 

To unlock all network adapters, delete the value ―UpperFilters‖ and then restart the computer. 

 

12.3 Creating a trace file 

CenterTools‘ support staff may ask you to create a trace file, which contains detailed information about the 

internal processing of DriveLock. DriveLock can generate two types of trace files. 

 DriveLock trace file. This file is helps in analyzing general problems. 

 DriveLock driver trace file. This file helps in analyzing device driver-related problems. 

You can create a trace file by using a command line or the DriveLock Management Console. You can also 

activate tracing by using the DriveLock Support Tool, DLSupport.exe, which is located in the folder where you 

installed the DriveLock Management console. 
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12.3.1 Creating a DriveLock driver trace file by using the 

command line 

To create a driver trace file, perform the following steps: 

 Stop the DriveLock service. 

 Open a command prompt window. 

 Navigate to the DriveLock installation folder (default installation path for an administrative installation: 

―C:\Program Files\CenterTools\DriveLock”, default installation path for a client-only installation: 

―C:\Program Files\CenterTools\DriveLock”) 

 Type  the command drivelock.exe -enabledrivertracing 

 Start the ―DriveLock‖ service 

 Perform the steps required to re-create any problems 

 Tracing creates the file ‖c:\dldevflt.log― . 

 Send this file to CenterTools support. 

 To disable tracing, stop the ―DriveLock― service and then type the command 

drivelock.exe -disabledrivertracing 

 Start the ―DriveLock‖ service again 

12.3.2 Creating a DriveLock trace file by using the 

Management Console 

To enable trace file creation by using the DriveLock Management Console, connect to the remote PC using 

―Agent remote control‖. 
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Right click the remote PC and then click ―All Tasks  Debug tracing‖. 

This option creates the DriveLock trace file and the DriveLock driver trace file. Trace files are created in the 

root directory of the remote client computer. To disable creation of trace files, deselect ―Debug tracing‖.  

12.4 Refreshing the Group Policy 

You can enforce a refresh of the Group Policy on a remote client computer by using the DriveLock 

Management Console. To perform this task you must be connected to the remote computer.  
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Right click the client computer and then click ―All Tasks  Refresh group policy‖. Within a short time the 

current Group Policy settings are applied on the client computer. You can also refresh the group policy from 

the command line. On the client computer, run one of the following commands: 

Windows XP, Vista, 2003: gpupdate /force 

 

 




