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Copyright 

 

Information in this document, including URL and other Internet Web site references, is subject to change without notice.  Unless 

otherwise noted, the example companies, organizations, products, domain names, e-mail addresses, logos, people, places, and 

events depicted herein are fictitious, and no association with any real company, organization, product, domain name, e-mail 

address, logo, person, place, or event is intended or should be inferred.  Complying with all applicable copyright laws is the 

responsibility of the user. 

 

© 2010 CenterTools Software GmbH.  All rights reserved. 

 

CenterTools and DriveLock and others are either registered trademarks or trademarks of CenterTools GmbH or its subsidiaries 

in the United States and/or other countries. 

 

The names of actual companies and products mentioned herein may be the trademarks of their respective owners. 
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1 Introduction 

This document describes how to upgrade an existing DriveLock 5 installation to DriveLock 6 and what to 

consider when planning the upgrade. You can find additional information about the upgrade process in the 

DriveLock 6 Installation Guide and the DriveLock 6 Administration Guide. 

Throughout this document the following conventions and symbols are used to emphasis important issues 

that you should read carefully or menus, items or buttons you have to click on or select. 

 

Caution: This symbol means that you should be careful to avoid 

unwanted results, such as potential damage to operating system 

functionality or loss of data 

 

Hint: Useful additional information that might help you save time. 

 

Information: Additional information about the current topic 

italic Italics represent fields, menu commands, and cross-references. 

C:\> command 

A fixed-width typeface represents messages or commands typed at a 

command prompt. 

Next Bold type represents a button that you need to click. 

ALT + R 

A plus sign between two keyboard keys means that you must press 

those keys at the same time. For example, ALT+R means that you 

must hold down the ALT key while you press R. 

ALT, R, U 

A comma between two or more keys means that you must press them 

consecutively. For example „ALT, R, U‟ means that you must first press 

the Alt key, then the R key, and finally the U key. 
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2 Implementing an Upgrade 

When upgrading an existing installation to DriveLock 6 you must first upgrade the DriveLock Agent on all 

client computers. Once the Agent upgrade is complete, you can upgrade the DriveLock Management 

Console on all administrative workstations where it is installed. This upgrade order is required because 

DriveLock 6 implements a new structure of the configuration settings that cannot be processed by a 

DriveLock 5 Agent. Please note that this upgrade order is different from the procedure that was 

recommended for upgrading to previous versions of DriveLock. 

When you upgrade the Agent and Management Console, no changes are made to existing Group Policy 

Objects or configuration files, so all current policy settings continue to be enforced. Once the upgrade is 

complete, you can start making changes to policy settings to take advantage of the new features in 

DriveLock 6. 

 

You can use the DriveLock 5.5 Management Console to configure settings for 

DriveLock Agents running versions 5.5, 5.5R2 and 6 until you have upgraded all 

Agents to version 6. Also, all versions of the DriveLock Agent can send events to 

an existing Security Reporting Center Server. 

2.1 Backing Up Existing Configuration Settings and 

Data 

To enable reverting to your current configuration settings in case of unintended configuration changes, it is 

recommended to export all local or Group Policy-based settings to a file before updating the DriveLock 

policy. The steps for exporting configuration settings are described in the DriveLock Administration Guide. 

 

Directly upgrading Agents from a version older than 5.5 to version 6 is not 

possible. If you are currently running an older version of the Agent you need to 

upgrade it to version 5.5 or 5.5R2 before performing the upgrade to DriveLock 6. 

2.2 Upgrading Agents and the DriveLock 

Management Console 

Start by upgrading the DriveLock Agent to version 6. You can do this by performing an in-place upgrade; 

you don‟t need to uninstall the old Agent. Once all Agents have been upgraded, upgrade the DriveLock 
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Management Console to version 6 on all administrative workstations and servers where the old version is 

installed. As with the Agent, you can perform an in-place upgrade. Refer to the DriveLock Installation 

Guide for detailed instructions on how to upgrade DriveLock. 

 

Before using the DriveLock 6 Management Console to edit or create any 

DriveLock policies, ensure that all Agents have been upgraded. Only DriveLock 6 

Agents can use a policy that has been updated to the version 6 format. 

2.2.1 Upgrading Agents with DriveLock FDE 

You can upgrade the DriveLock Agent on computers where DriveLock Full Disk Encryption (FDE) is 

installed without upgrading the FDE component. The new version of the Agent will continue to manage 

older versions of the FDE component. If you want to also upgrade the FDE component, you can do so at 

any time after the Agent upgrade is complete. 

2.2.2 Upgrading the FDE Component 

If you already deployed a previous version of DriveLock Full Disk Encryption you can easily perform an 

update to the most recent version of FDE. 

 

During an update only required system files and settings are installed or 

replaced. Encrypted disks are not decrypted during this operation. Existing user 

accounts for pre-boot authentication are also preserved. 

To perform an update, select the “Updates” tab and then select the “Update Full Disk encryption to latest 

version” checkbox. 
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Use the update scheme checkboxes to select which previously installed FDE versions will be updated. 

 

If you update existing installations, you must first rename the pbinstall.bin file in 

the DriveLock Enterprise Service directory. Refer to the instructions listed below 

for information about how to rename this file correctly. 

In the “FDE version to deploy” box, select the new version of DriveLock FDE to install. 

In the “Update scheme” box, select the checkboxes for the existing versions that will be updated. For 

example, you can select that only computers that currently have Version 5.5.0 installed are updated and 

not update computers running Version 5.5.1. To update all computers to the version selected above, 

select all checkboxes. 

 

If you select no checkboxes, no update will be performed. 

 

To deploy DriveLock FDE installation package (pdinstall.bin) with the DriveLock Enterprise Service (DES), 

you have to copy the file pdinstall.bin into folder "C:\Program Files\CenterTools\DriveLock Enterprise 

Service\FdeInstaller". Additional you have to rename older versions of the file pdinstall.bin for the update 

procedure to succeed, as described below. You can find additional information about deploying DriveLock 

FDE in the installation manual. 

 

Depending on the FDE version you are upgrading from, rename the file as follows: 

Installation package 6.0.1 

C:\Program Files\CenterTools\DriveLock Enterprise Service\FdeInstaller\PDinstall_920.bin 

 

Installation package 6.0.0 

C:\Program Files\CenterTools\DriveLock Enterprise Service\FdeInstaller\PDinstall_910.bin 

 

Installation package 5.6.0 SP2 

C:\Program Files\CenterTools\DriveLock Enterprise Service\FdeInstaller\PDinstall_92.bin 

 

Installation package 5.6.0 SP1 

C:\Program Files\CenterTools\DriveLock Enterprise Service\FdeInstaller\PDinstall_91.bin 

 

Installation package 5.6.0 
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C:\Program Files\CenterTools\DriveLock Enterprise Service\FdeInstaller\PDinstall_90.bin 

 

Installation package 5.5.1 

C:\Program Files\CenterTools\DriveLock Enterprise Service\FdeInstaller\PDinstall_85.bin 

 

Installation package 5.5.0 

C:\Program Files\CenterTools\DriveLock Enterprise Service\FdeInstaller\PDinstall_84.bin 

 

 

Renaming the file pdinstall.bin is only required if you select the option “Update 

Full Disk Encryption to latest version". 

”. 

 

2.3 Updating DriveLock Policies 

When you open an existing DriveLock policy (Group Policy-based or configuration file) in the DriveLock 6 

Management Console, a notification appears, prompting you to update the policy to the new format. To 

take advantage of all features in DriveLock 6 you need to perform this update step. Once the update has 

been performed, the notification message is no longer displayed. 

 

Important: The policy update cannot be reversed. After updating a GPO-based 

policy, only DriveLock 6 Agents can use the policy settings in this GPO. 
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2.3.1 Updating a Group Policy Object (GPO) 

 

To start the process of updating a GPO-based policy, open the GPO in the DriveLock 6 Management 

Console. In the console tree, click CenterTools DriveLock, and then in the taskpad click upgrade. 

Depending on the size of the policy, the update process may take several minutes. When DriveLock 

notifies you that the update process has completed, close the GPO. When you open the GPO again you 

will be able to edit policy settings, including settings that are new to DriveLock 6. 
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2.3.2 Updating a DriveLock Configuration File 

 

To start the process of updating a configuration file, open the file in the DriveLock 6 Management 

Console. In the console tree, click the root of the configuration, and then in the taskpad click upgrade. 

When prompted, provide the name and directory for the new configuration file. 

2.4 Migrating from the Security Reporting Center to 

the DriveLock Enterprise Service 

The DriveLock Enterprise Service (DES) replaces the Security Reporting Center (SRC) Server that was 

used in earlier versions of DriveLock for reporting. An in-place upgrade to the DES is not possible. 

Instead, you need to uninstall the SRC and perform a new installation of the DES. To enable a smooth 

transition, you can install the DES on your current SRC server, use the Upgrade Wizard to migrate 

existing data to the DES, and then uninstall the SRC. 

To start the migration, install the DES on a Windows Server. This can be a new server or the server that is 

currently running the SRC. The installation procedure is described in the DriveLock Installation Manual. If 

you want to use the same SQL Server instance for the DES that the SRC currently uses, specify a new 

database with a different name during the installation procedure. Using a different database ensures that 

the existing SRC server continues to operate during the migration procedure and can log events to the 

existing database. 



 Upgrading to DriveLock 6 

11 Version 6 

Once the new DES is operational and you have completed any additional configuration steps, configure all 

DriveLock Agents to send events to the DES server. To do this, modify the DriveLock policy that is applied 

to the Agents by editing the appropriate GPO or configuration file. 

 

Existing SRC connections are listed under “Global Settings / Server Connections”. Right-click each server 

connection, and then click “Upgrade to DriveLock Enterprise Service”. All connection settings are updated 

to connect to a DES server, including the ports that are used for communicating with the server. Refer to 

the DriveLock Administration Manual for details about DES connection settings. Once the connection has 

been updated and all Agents have received the updated policy, Agents will connect to the new DES 

server. 

 

If required, you can use the same method to downgrade a DES connection to an 

SRC connection. 

Once all Agents are sending events to the new DES server, you can migrate SRC data into the DES. Data 

migration enables you to create reports and perform forensic analysis from existing event data that was 

sent by Agents to the SRC. Maintaining existing data is especially important if you used the SRC to store 

encryption recovery information for container-based encryption or Full Disk Encryption. To start the 

processing of importing SRC data, use the Data Migration Wizard that is installed with the DES. To start 

the Data Migration Wizard, click “Start  Programs  CenterTools DriveLock  Enterprise Service 

Database Import from SRC”. 
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2.5 Using the DriveLock Enterprise Service Data 

Import Wizard 

Before starting the migration of existing SRC data, perform a backup of the SQL Server database that is 

currently used by the SRC using one of the methods recommended by Microsoft for backing up SQL 

Server data. To back up any recovery data for DriveLock Full Disk Encryption (FDE), follow the steps 

described in CenterTools KB Article 95, which is available in the Knowledge Base section of 

www.drivelock.com. 

For a detailed description of how to use the Data Migration Wizard, refer to the DriveLock Installation 

Guide. 

In addition to data stored in the SQL Server database, the wizard can migrate existing FDE recovery data. 

In DriveLock 5.5 and 5.5R2 the SRC stored this data in the SRC File Cache folder on the server‟s hard 

disk. To ensure that you can import FDE recovery data, before starting the Data Migration Wizard, confirm 

the „SRCFileCache“ path. The easiest way to do this is to use Windows Explorer. The default location is 

C:\Program Files\CenterTools\DriveLock Security Reporting Center\SRCFileCache. 

http://www.drivelock.com/
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The directory “SRCFileCache” contains two subdirectories. Even though all 

recovery data is stored in the subdirectory with a GUID-based name, when 

prompted by the Data Migration Wizard, provide the full path of the SRC File 

Cache directory. The wizard automatically recognizes the subdirectories in it. 

The wizard displays the status of the migration and notifies you when the migration is complete. 

 

The DES stores FDE recovery data in the new SQL Server database. Any new 

FDE recovery data that is received by the DES is immediately stored in this 

database. You only need to migrate FDE recovery data that was stored by an 

SRC server from the file system to the database. 

When the migration is complete, close the Data Migration Wizard. Start the DriveLock Control Center and 

create reports from the old data to confirm that that all data was correctly imported. When you are sure 

that you can view all required event and recovery data, you can uninstall the Security Reporting Center. 

Unlike the SRC, the DES doesn‟t require that Internet Information Services (IIS) is enabled on the 

Windows Server where it is installed. If IIS is not required on the server for any other purpose, you can 

remove the IIS Windows component at any time after you have removed the SRC. 


